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Overview - theory

= History of 03
® The dymbian Foundation

s Future outlook



Overview - coding

» [Jevelopment options

= Native applications in [++
= Selling an application

» Where to go for help



Overview - secvurity |

» Why handset-based security

= Stakeholders in maobile security

» Architectural goals of the Platform Security Model
» Pillars of the Platform Security Model




Overview - security Il

s [he Native Software Installer

= 3igning games



About /me

= Tam HANNA

- [ED, Tamoggemon Ltd.

- Runs web sites about mobile
computing
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EPOC

= [Jeveloped by Psion

- SEriesd
- Revo

Psiloly

» “Thrown out” to Symbian



MNOIKIA

Series00

= First versions
~ Introduced on 76al

s SEOvZ still common
- Nokia N70



S060v3
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$60v5

= SB0vS + touch

- Lives along v3

= \ery basic GUI

» Partially downward

compatible

— Apps run, but cant be controlled
due to lack of buttons




The Symbian foundation



Who owns it

= Non-profit organization

- boverned by boards
— Members picked on "amount of merit”

= fpunded by various cell phone companies

= Fvery organization can become a member

- "Smallish” software houses can also join



licensing

= [ode is currently being moved to EPL

~ Expected done in mid-2010
- Parts out earlier

= [urrently, members can access all code

—- dymbian Public License






The Symbien Fovndation Plottorm Plon
Open for contribution

20079 2011
fProposglundar rakiaw
@ Symbion*2 @ Symbian* 4
+Personal: Customisable home screen supporting * Direct UL*: Fresh new user sxperience
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» Dynamic: Ability for apps to take action in gnvironment®
response to the vser's changing location *Majority of SHAT in place

@ Symbian*3
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and 560 5tk Edition SYMBIAN
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What to expect
= Will switch to QT

— Known to open-source heads
— Native development will remain possible

» Symbian”4 - new Ul stack
— LARGE binary break
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C++

= Symbian "fooked” C++
- "[ with objects”

= Somewhat difficult to learn and understand

= But:

~ Apps somewhat easy to sell
- full device access



NET CF

= Netbll

— from third party

= Must be purchased

» [ireat communality with PPC et al



® {l|dest run time environment

Q J)

= [Jeveloping for it is somewhat easy

= But:

- Bad user experience (prompts)
— Might be dropped from future boxen



WRT / fFlash /| ete

= \arious Web 2.0-Technologies available
= Fasy to develop for

= But:

- delling results is difficult at times
~ Extremely limited functionality






Carbide.c++

= [ree, Eclipse-based [DE

Carbide
Carbide.c++

= [ontains dangerously buggy Ul editor
— COMMIT CODE TO CVS FREQUENTLY!!




Basic app structure

s five classes:

Document View
Application
\/
App Ul Container

» Auto-generated



Application | Document

* [Jo not touch
= | et Carbide generate them, and ignore

» [Jevelopment mantra; if it works, its ok
- FOOK the rules



AppUi

» |Ise as “static repository”
- dtores global data

= [an be accessed easily from forms

* [LocaNoteApplli™ temp =
(static_cast<CLocaNoteAppli*>((CCoeEnv::Static())

->Applli()))



View /| CGontainer

Lontain logic for “forms”

Ine view, one container per form

£ Graphing 516 = Touch(alc - Math 515 =
36 0 3G Nd Abc

menu "mem Pl myst
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Options
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Two-pharse initialization

» Handsets always low on memory

» “[lean up stack” catches object references

- dtack unwinding, clean-up

= [an generally be ignored



/**

* First phase of Symbian two-phase construction. Should not contain any
* code that could leave.

*/

CTouchCalcContainerView:CTouchCalcContainerView()

{
// [[[ begin generated region: do not modify [Generated Contents]

iTouchCalcContainer = NULL:
// 1]] end generated region [Generated Contents]

}
/**

* The view's destructor removes the container from the contraol

* stack and destroys it.

*/

CTouchCalcContainerView::~CTouchCalcContainerView()

{

// [[[ begin generated region: do not modity [Generated Contents]
delete iTouchCalcContainer;

iTouchCalcContainer = NULL;

// 1]] end generated region [Generated Contents)

-}



/**

* Symbian two-phase constructor.

* This creates an instance then calls the second-phase constructor
* without leaving the instance on the cleanup stack.

* @return new instance of CTouchCalcContainerView

*/

CTouchCalcContainerView™ CTouchCalcContainerView:NewL()

{

CTouchCalcContainerView™ self = CTouchCalcContainerView: Aew/ K):;
CleanupStack:Pop( self );

return self;

}
/**

* Symbian two-phase constructor.

* This creates an instance, pushes it on the cleanup stack,

* then calls the second-phase constructor.

* @return new instance of CTouchCalcContainerView

*/

CTouchCalcContainerView™ CTouchCalcContainerView:NewLE()

{

CTouchCalcContainerView™ self = new ( £/zave) CTouchCalcContainerView();

CleanupStack:PushL( self );
self->Constructl();
return self;

}



/**

* Second-phase constructor for view.

* Initialize contents from resource.

*/

void CTouchCalcContainerView::ConstructL()

{

// [[[ begin generated region: do not modify [Generated Code]

BaseConstructL( R_TOUCH_CALC_CONTAINER _TOUCH_CALC_CONTAINER_VIEW ):
// 11] end generated region [Generated Code)

// add your own initialization code here

}



Aictive objects

= Primitive form of multi-tasking
= An AD runs “in the background”

= Needed for some APl calls



void CSavelmageAD::SaveAsL(CFbsBitmap™ aBitmap, TFileName& aFileName, TUid almageType,
TUid almagesubType)

{
ilmageEncoder->Convert( GiStatus, *aBitmap);
SetActive();
}
}
void CSavelmageAD::DoCancel()

{

iimageEncoder->Cancel();

}
void CSavelmageAD:RunL()

{
i0bserver->lmageSaved(iStatus.Int());

}
TInt CSavelmageAD:RunError(Tint akrror)

{

ilbserver->lmageSaved(akrror);
return KErrNone;

}



Testing

s Simulator

- Very slow
- With HookLogger => mem leak buster

= Real device (might need DevCert)
- faster
- Works via USB
~ |nstall Nokia PC Suite, TRK






Signing

® Fxpress signed - 20§
— Doesn't permit all capabilities
~ Usually no checks done

= [ertified signed - 2008

~ Permits most capabilities

~ Thorough checks (!1)



Signing - i

= [ertificate needed

— [btained from TrustCenter Germany

» Requires registered company
- Recommendation: LK Limited

- www.qo-ahead.de



http://www.go-ahead.de/

Ovi Store

» Nokia's sale channel

= 70% of gross

= Somewhat slow ATM



Traditional channels

 Various traditional ESD's

- Handango

~ MobiHand

® [Jiminishing importance






forum Nokia

ForumNokia.com Register | Login
Driving mobile innovation Search
Home I'Want To JeYiCES Technology Topics Tools, Doce Community Learning & Events Fremium Services
Blogs Discussion Boards Wiki Champions Forum MHokia for Universities
You Are Here: Horme = Cammunity = Discussion Boards| Regional Stes
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—

Search Forums If this is your first visit, be sure to check out the FAQ by clicking the link above. You

Today's Posts we l co m e may have to register before you can post: click the register link above to proceed. To
FAQ start viewing messages, select the forum that you want to visit from the selection
Mark Farums Read below.

Go To Market

Getting Started with Mohile Developer Discussions bt
Development

Device Specifications
Taools and SDks Forum Last Post Threads Posts
Documentation

Feedback to Forum Mokia, Open Discussion, Jobs and Hews

nowledos Base ===  Forum Nokia Services Feedback ES5% problem 1,335 4,934
o a = Feedhack on Forum Mokia Services; Series 40 and S60 by wtreom
Training Platfarms; Toals and SDKs; Developer ResoUrces Today12:11 3
Developer Programs
= Open Discussions how to comvert mod to... 8,941 24,429
= General Discussions; News, Announcements and Job by Fearlerous
Listings Today 11:37 »
Development Platforms -



forum Nokia - 1

= [ree to register and use

— But; bad search engine

= Most questions get answered quickly

— Nokia employees around

» http://discussion.forum.nokia.com/torum/



http://discussion.forum.nokia.com/forum/

Nokia Wiki

» Nokia-operated Wiki

» [ontains valuable tutorials



Symbian Foundation

» Has developer help services of its own

= |ess developed than Nokia's

= =>5tick to Nokia until told otherwise



Why handset-based security



Different user perceptions

= Maobile phones are always on the user

- More personal

 Iser feels that unit “is safe”

- No large-scale outbreaks so far

— User is unwilling to accept implications of AV software



Carricrs can’t do it alone

= [;5M / CDMA

— [an be protected

s Bluetooth

— Can't really be protected by the carrier

= Wiki

— Don't even ask



Users are stupid

= [abir displayed THREE warning alerts

— Perimeter security is not enough

= |Jsers choose dancing pigs over security
— Ed Felton



stalkShoIPETy




Carricrs

» Jon't want toinvest $§§

- Don't burden us with investments / infrastructure

» Jon't want to deal with unhappy users
~ Keep them happy

= [1ain revenue it users buy more apps

- Feeling safe == more app sales



Developers

» Want easy access to full 0y features
- Will move to other platform it not given

= Want simple development process

= [1ain revenue it users buy more apps
- Feeling safe == more app sales

» |ess risk if bugs occur
- [an't access dangerous stuff



OfS vendor

= [Joesn't want large virus outbreaks
—- Bad PR

= [Joesn't want to piss off developers

» [Joesn't want to piss off users

» [Joesn't care much about power users



User

= [Joesn't want to be bugged
- JZME, anyone?

= [Joesn't want battery drain, etc
—- Caused by AV activity

» Wants cheap apps
» Wants data to be safe



User (power user)

» Wants full access to the system
» Wants powerful apps

» (Gets t##ed most of the time)



Architectural goals of PSM



Ensure Understandability

= |Isers are the weakest point of secure systems
= [Jsers don't understand technology

s DIN'T offload decisions to them
- No |E-like prompts




Support open phoners

= Successful app market == Successful 03

= Minimize impact on legitimate developers
— But keep jerks out



Protect the network

s [arriers want their networks to be safe

= Software may NEVER damage the network

- More carriers will use the 03
- Larger market



Be light-weight

= Preserve CPU cycles

* [Jon't do unnecessary checks

~ Less than 40% of APl is "managed”
~ Access rights are computed at start-up of the app



Provide a baris for trust

» Make users trust their phones

- More app sales
- More 03 sales

= Fverybody benefits






The Process- |

= Mabile phone users are usually “authorized"

- No multi-user phones
— PIN Authentication

» ||ser-based rights management doesn't make sense



The Process-

» Processes are the smallest sensible unit
* The Process is the Unit of Trust

= | process = | app

» Processes are divided into tiers
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The capability

= A capability is a token which must be presented
to gain access to a privileged service

= [ome in three classes
- 1CB
- dystem
- lser



The capability - 11

» [CE Capabilities: TCB

» [jranted to TCB processes only

= |pts them do things nobody else can



The capability - 111

= System Capabilities
— Not meaningful to user
~ branted by a signing house

» ||ser Capabilities

- “Not really dangerous”

~ branted by user (like JZME)



Data caging

» Access to some folders is restricted

» Provides "secure storage”

= But: MMC/SD readers



Data caging - I

Path Read Write
/8ys AllFiles 1CB
/TESOUrCE - LR
/private/myslD
/private/notMe AllFiles AllFiles
/other




Capabilitiers

An overview



Capability cckers

= | capability? 2000 capabilities?
* [sranularity must be set up reasonable

= Symbian has 20 capabilities



TCB

» W\rite to executables

» Write to read-only rsrc files

= Not usually given out - MANUFACTURER



Alifiles

s [Read access to the entire FS

= Not usually given out - MANUFACTURER

— [aused the death of third-party file managers



» Access to DRM-protected content

= Not usually given out - MANUFACTURER



CommDD

 [irect access to Witi, etc hardware / drivers



DiskAdmin

» Mount, unmount file systems



. [

1

MultimediaDD

irect access to camera, etc drivers

Iriority multimedia access”



NetworkGControl

» [ontrol network protocols

s t 5. Close all TEP/IP links

= Set network defaults




PowerMgmt

= Kill processes

= [urn off box

= [Jisable peripherals



ProtSery

» Register protected server
- Name with | At the beginning



ReadDeviceData

= Read data like:

- PIN
~ List of installed apps



SurroundingsDD

= [P / biometrics driver access



Sweévent

» Handle and dispatch key, pointer events GLOBALLY



TrustedVUl

= [Jisplay trusted dialogs



WriteDPevicePData

= [Change things like:
— Time zone
— Device lock
- dystem lime



local$ervicers

s AccesstoRIL IR, ...
~ May NOT cost user $§3

= [|SER-granted



location

s Access to GPYN coordinates

= [|SER-granted



NetworkServicers

» Access to GSM/EVDD
- Might cost user $§3

= [|SER-granted



ReadUserData

= [ontacts
* Messages

= Appointments

= [|SER-granted



User€Environment

» Access to recording, etc at AP| [evel

= [|SER-granted



WriteUserData

» Write access to "user data”

* [Jepends on device

= [|SER-granted






Who cares /| Why care?

= My capabilities are limited?
= | can spawn a process from another DLL

= |t has more privileges than | do

= |Jh-0h!



Direct loading of DU

* [Jon't allow DLLs to import malicious coc

EXE

DLL

C1

C2

C1

C2

C3




Dynamic loading - I

EXE

DLL

C1

C2

C1




The native software installer



What doers he do?

Acts as gatekeeper between apps and system

Jerforms signature check

Jerforms capability check

Hand|es file moving



The signature chain

C1

-

C2




But: who managers the trust?

= Somebody has access to the “root” certs

® This somebody: signing house






Open Signed Online

©) symbian Signed - Mozilla Firefox 3.6 Beta 2

=l

Fila  Edit ‘few  Histary  Bookriatks  Tools  Help

@ - c 'l I-lj Ay = = e Dbps sy symbiansigned . comy apppagepublicfopenSignedCnline, do |j ST I".l"|GDDg|E _,'t.'

J |_1‘] Symbian Signed | - | F

| Symbian Signed Overview | Account Settings il
Test houses Symblan Dewvekper Netuark

Open Signed Online
The Symbian Develaper

Open Signed Online (BETA) Service Information Metwork is the primary

SR # Zpen Signed Online beta service has now moved to 24hour availability source for all de'.'elope.r
. . ; . ) requirernents for Symbian
# If we discoverissues thatimpactthe performance andfor functionality s, Click hers far
of the zervice, Such problems may resultin the service being taken doh:nloads technical
dérvela per.ayrbian.ang off-line at shart notice far extended periads, papers, s',letem
* Open Signed Online currently daes nat allaw wou ta zign a 515 that iz enentateEnd
allocated to someone else and hasn't been enabled for Cpen Signing; ME WS QFOUP S,
OPERATED BY ive, ifthe email addresz you use for Tpen Signed 2nline MUST match

IXOHOS the email address of the account which created a UID. G G
* Alternatively the service will allow signing of SIS files with UIDs in the
Test Range; ie, OREQOQCO000,, 0XEFFFFFFF,
* If you attemptto sign the same SIS file in rapid successzion, the

Forurn Hokia provides a

PROTECTED BY wealth of information to help

- ' ou develop applications for
F-SECURE ZE:iigif:huer:zfd;.‘:ewm proportionally slow down, This is to prevent ;E-EI phonez oﬁpﬁgmbian
' s,
# Inztallation of the zigned SIS file will be restricted to the IMEI (j.e. Click here to find out
mabile phane) you entered and walid for 36 manths, arE
* SIS files that have been Open Signed will present a notification upan
installation that the SIS file is intended for developrment purposes anly, Sany Erkcecon Deue b pee W rid

* The service will wark for SIS files intended for all Symbian-based Uls,

e, 560 and UIQ Sany Ericzsan Develaper
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# SIS files can be signed for all Platform Security Capabilities encept developers get on the fast
CommDD, MultimediaDD, MetworkContral, Disk&dmin, DRM, AllFiles, track from mind to market,
TCE. Click here for more
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Application information

Application* I Browse.. I




The publisher ID

= Binds D to company

— biven out by Trust Center

= Flementary “trust token”

» Needed for successive signings



Developer certificate

® |imited by IMEl

= Allows self-signing for testing purposes



Express signed

= [iives “full signing”

~ But not all capabilities

= Not every app is checked

» | ower cost (approx 208)



Certified rigned

® Thorough checks

= [iives almost every capability

® High cost (at least 200%)



The end

Questions?

Answers at tamhan[@tamoggemon.com

iImages by Julius Kusuma, Cimexus of Canberra, adactio, 3dh3m,
Snowmanradio, zephyris, Paul Goyette, Agnostic Preachers Kid
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